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1. Introduction

1. INTRODUCTION

1.1. Welcome

Welcome and congratulations on your purchase of the Active Directory software option for use with an
Eventide NexLog DX-Series and Eventide MediaWorks DX software.

This guide will help you maximize the use of your product. It includes:

e Explanation of the NexLog DX-Series authentication modes.
e Step-by-step instructions on how to configure the available authentication modes.
¢ Troubleshooting steps for common issues.

1.2. Customer Support Information

Eventide is committed to your satisfaction. If, after using this manual, you still have questions about the
operation of your recorder, contact the Eventide Service department

Web: service.eventidecommunications.com
Email: service@eventidecommunications.com
Phone: +1 (201) 641-1200, option 6, option 2

The Eventide website has additional information that may be helpful. Go to
www.eventidecommunications.com.

1.2.1. Identifying NexLog DX-Series Model and Version

You may need to identify the software version and serial number for the following products/
components:

e NexLog DX-Series Recorder Software: On the touch screen Front Panel or with a monitor and
mouse attached (while the recorder is running), do the following to display the version
information:


http://service.eventidecommunications.com
mailto:service%40eventidecommunications.com
mailto:service%40eventidecommunications.com
mailto:service%40eventidecommunications.com
tel:+12016411200,6,2
https://www.eventidecommunications.com
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Fig. 1.1 Front Panel Replay Screen (with arrow pointing to Setup button)

e Select the third icon on the lower left featuring two gears.

e The Recorder Serial Number and Current Firmware Version should be displayed.

RECORDER

Recorder Name NexLog DX-Series

Eacili -

Serial Number 745100014

Firmware Version 2020.1(597]

Current e 020-02-25 01:00:49

Timezone uTC

Uptime 1 hour, 21 minutes

Channel Count 16
NexLog Software ©2020 Eventide.

'

Q 01:00:56 UTC It

al

Fig. 1.2 Front Panel Setup Screen (with serial and software version circled)

Alternatively, you can get the version and serial number remotely via the Web-based NexLog DX-

Series Configuration Manager:

¢ Navigate to the recorder’s address (example: http:/192.168.2.100) with a web browser.


http://192.168.2.100
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NexLog DX

Fig. 1.3 MediaWorks DX Login Screen (with arrow pointing to Setup Gear)

e Click the Configuration Manager gear icon in the bottom right corner.

¢ Log into the recorder here. Note that the default logon credentials for the recorder (before they
are changed by the administrator) are User Name: Eventide Password: <serial number>. The Serial
number of the recorder can be found on a sticker on the recorder.

e The system’s Serial Number and current Firmware Version should be displayed.

Eventide | Logout

RECORDER

Recorder Name NexLog DX-Series Timesync nternal

Total Memory 16073304 KB
Interface [eth0] IP 192.168.17.10
Interface [th1] IP None

System
Facilty Name

Serial Number

Networking
Firmware Version
Recording Current Time
Timezone
Uptime

Archiving
Channel Count 16

Users and Security

NexLog Software 2020 Eventide Inc.

Alerts and Logs

Utilities

Basic Reports

Enhanced Reports

Quality Factor Software

Fig. 1.4 Configuration Manager Home Screen (with Serial and Firmware circled)

e MediaWorks DX: On the Help menu, select About to display the version information.
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€ Channels User Manual

Search Filters (3) >

About

Source Name  Channel Name Start Time

Calitype

MediaWorks Plus

MediaWorks Plus Version 2020.1[623]

License Enabled
Air Traffic Control
No
Features
Search For:
MP3 Exports No
Empty Onl Exact @ Not Empt
- Emevony ac S NAB Yes
Casa Sensitive? Packaged Player No
Quarantine No
RapidSOS No
« Show accessed Word Factor No
Show not accessed
Geo-Fence Google
Maps
Copyright 2006-2020 Eventide Inc.
http://www.eventide.com

Fig. 1.5 MediaWorks DX About Pop Up
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2. AUTHENTICATION MODES

NexLog DX-Series has four authentication modes available for configuration.

e Local Recorder Authentication

e Network File Share (SMB)

e Lightweight Directory Access Protocol (LDAP)
e Microsoft Active Directory

Table 2.1: Authentication Mode Comparison lists each mode and the noteable differences between
them.

Table 2.1 Authentication Mode Comparison

Local SMB LDAP Active Directory

AD Password [ [ [

AD Groups o o

Single Sign-On o
Change Password o
Password Expiration o

Secure Transmission o [ [

Account Expirations o o [ )

Account Deactivation () o [

Automatic User Creation o )

License Required o o

Local Recorder Authentication
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This authentication mode is the default on any new NexLog DX-Series installation. Users and
groups are managed directly on the NexLog DX-Series recorder.

Network File Share

This mode requires that users and groups be manually created using the NexLog DX-Series web
configuration manager. When a user logs in, their credentials are tested against the network share
for read access. If the user can read the contents of the network share, they will be authenticated.

Lightweight Directory Access Protocol

This mode interfaces with a Microsoft Windows Active Directory or OpenLDAP server. Groups
created on the NexLog DX-Series must be mapped to a group on the LDAP server. Users are
added to the LDAP group. When a user logs in, the recorder validates their login credentials and
gueries LDAP for their group memberships.

Active Directory

This mode funtions the same as LDAP, but only works with Microsoft Windows Active Directory.
The primary difference is that this mode allows automatic login by Single Sign-On (SSO).

2.1. Choosing the Right Mode

Selecting the correct authentication mode required for a NexLog DX-Series installation can reduce
unnecessary setup and deployment time. The right mode can only be determined by a system
administrator who is familiar with the users and operating environment.

Reference Table 2.1: Authentication Mode Comparison for a simple feature comparison of each mode.

If the NexLog DX-Series recorder is installed on a network without directory services, or you do not
wish to sync users or passwords to an external source, Local Recorder Authentication should be used.

If the desire is for users to use the same password as other systems, and user creation and permissions
can be done on the recorder, Network File Share (SMB) Authentication should be used.
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If user accounts and their passwords should be maintained in a central directory, LDAP Authentication
should be used.

If the central directory uses advanced authentication methods, like smart cards, and automatic login via
Single Sign-On is desired, Active Directory Authentication must be used.

2.2. Setting the Authentication Mode

AUTHENTICATION MODE DOMAIN SETTINGS LDAP SETTINGS ADVANCED CONFIGURATION

Authentication Mode:
@ Local Recorder Only
O Network File Share (SMB)

LDAP (This feature is not licensed)

Active Directory Domain (This feature is not licensed)

Network File Share (SMB) Settings

Service
IP:

Workgroup (optional):

Save Cancel

Fig. 2.1 Authentication Mode Selection - Unlicensed

The authentication mode can be set by logging into the web configuration manager, and navigating to
Users and Security = Active Directory.

For details on accessing the web configuration manager, consult the NexLog DX-Series system User
Manual.

As seen in Figure 2.1, LDAP and Active Directory authentication require a license to enable.
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3. Local Authentication

3. LOCALAUTHENTICATION

Local Authentication is the native, out of the box, authentication method for NexLog DX-Series

recorders.

Users, passwords, MFA, groups, and account expirations are all handled directly within the web
configuration manager.

Consult the NexLog DX-Series system User Manual for configuration information.
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4. SMB Authentication
4. SMB AUTHENTICATION

Network File Share or SMB Authentication allows a user to use their existing network password for
recorder authentication.

All other user attributes (name, email, permissions, groups, etc) are managed via the recorder’s Local
Authentication configuration.

AUTHENTICATION MODE DOMAIN SETTINGS LDAP SETTINGS ADVANCED CONFIGURATION

Authentication Mode:

O Local Recorder Only
@ Network File Share (SMB)
O LDAP

(O Active Directory Domain

Network File Share (SMB) Settings

Service: |/iles.contoso.net/NLAuth |
IP: [10.74315 |
Workgroup (optional): |[conToso |

Save Cancel

Fig. 4.1 SMB Authentication Configuration

4.1. How It Works

When a user logs in to the NexLog DX-Series recorder, the credentials entered are tested against the
recorder’s local authentication database.

If the credentials do not match, they are transmited to the configured network file share.

If the supplied credentials work against the network file share, the user is considered authenticated and
the login will be processed. The user’s permissions for the file share are not considered, only their
authentication to it.

If the network file share does authenticate with the supplied credentials, the login is rejected.
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4.2. Prerequisites

To setup SMB Authentication you must have:

e An SMB or CIFS network file share
o |t must be accessible from the recorder.
¢ Login users must be able to authenticate to this share, even if read access is denied.
e The IP address of the server hosting the network file share
¢ The domain name, if any, associated with the login users
e List of users with recorder access

4.3. Create the File Share

Create a shared folder on a server or computer that is accesible from the NexLog DX-Series recorder.

If there is a firewall in place between the server and recorder, ensure that the firewall is allowing the
traffic listed below between the two servers.

e Microsoft SMB TCP | tcp/135 through tcp/139

¢ Microsoft SMB UDP | udp/135 through udp/139
e NetBIOS TCP | tcp/445

e NetBIOS UDP | udp/445

SMB file shares can be created without encrypted communication. This means that if an insecure
SMB protocol is used, a network monitor may be able to see the login credentials in plain-text. For
this reason, SMB 1.0 should not be used.

Optional: Create a new text file in the shared folder called D0 NOT DELETE . Edit the new text file to add
a message for what the share is used for. This may help accidential deletion by a future system
administrator.
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4.4, Configure SMB Authentication

Once the file share has been created and user access has been tested, you can proceed with configuring
the NexLog DX-Series recorder.

Login to the web configuration manager and navigate to Users and Security = Active Directory.
Reference Figure 4.1 for an input example.

Select the radio button for Network File Share (SMB).

In the Service field, enter the full location of the network file share. The location must be entered in
linux samba format using forward-slash / instead of the Windows format using backslash \ . The full
location is the //hostname/share name

If the file share is accessed on a Windows PC using \\files.contoso.net\NLAuth , then you would
enter //files.contoso.net/NLAuth .

In the IP field, enter the IP address of the server hosting the network file share.

In the Workgroup field, enter the NetBIOS domain or workgroup name of users logging in with SMB
Authentication. If your domain name is contoso.net, this would likely be CONT0SO .

Save your changes when finished.

4.5. Create SMB Users

When creating a local user account, that will be used with SMB, it follows the same principles as Local
Authentication with two exceptions.

4.5.1. SMB Usernames

The username on the recorder must match the username as it appears on the file share server.

If the username on the server (or Active Directory) is JohnSmith852 , it must be entered on the recorder
as JohnSmith852 .
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The following would all be invalid usernames for JohnSmith852 , and may prevent the user from being
able to log in:

johnsmith852
johnSmith852
Johnsmith852
JOHNSMITH852

4.5.2. SMB Passwords

When creating a new locally authenticated user, a password must be provided. SMB Authentication is
no exception to this, since SMB credentials are tested after local credentials.

When creating the user, create a secure long password. This password does not need to be provided to
the user.
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5. LDAP AUTHENTICATION

P License Required

This feature must be licensed to be used. Contact your Eventide Dealer for assistance.

Lightweight Directory Access Protocol (LDAP) allows users, passwords, and group memberships to be
managed via a pre-existing central directory database.

AUTHENTICATION MODE DOMAIN SETTINGS LDAP SETTINGS ADVANCED CONFIGURATION

Authentication Mode:

O Local Recorder Only
O Network File Share (SMB)
@ LDAP

(O Active Directory Domain

Network File Share (SMB) Settings

Service:
IP:

Workgroup (optional):

Save Cancel

Fig. 5.1 Authentication Mode - LDAP

This authentication mode can be use along with Local Authentication. It is recommended that a local
account be created to serve as a “break glass” account in the event that the recorder is no longer able to
talk to the directory service.

5.1. How It Works

When a user logs in to the NexLog DX-Series recorder, their username is evaluated to see if it exists, or
is already associated with the directory service.
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If the user does not exists, or is associated with the directory service, the credentials entered are tested
against the directory server.

If the supplied credentials work, the user is considered authenticated and the login will be processed. If
the user does not already exist on the recorder, their recorder account will be created.

If the supplied credentials do not work for the directory service, the login is rejected.

Upon successful login, the recorder will query the directory service for the user’s group memberships. If
the user is a member of the recorder’s paired groups, that group’s permissions will be given to the user.

5.2. Prerequisites

To setup LDAP Authentication you must know the following:

e LDAP protocol in use, LDAP or LDAPS (TLS/SSL)

e LDAP server hostname

o LDAP server port number

e Base user search path or organizational unit (OU)
e Base group search path or organizational unit (OU)
¢ Username for the recorder’s LDAP account

¢ Password for the recorder’s LDAP account

e Domain for the recorder’s LDAP account

5.3. Create the LDAP Bind Account

In the LDAP service’s administration manager, create a service account for the NexLog DX-Series
recorder to use.

This account is used for user and group lookups to validate the access that a user should have on the
recorder.

The account must have read access to the OU where users and groups are stored, as well as the ability
to read the attributes of recorder users.
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5.4. Configure LDAP Authentication

Once the service account user been created in the directory service, you can proceed with configuring
the NexLog DX-Series recorder.

Login to the web configuration manager and navigate to Users and Security = Active Directory.
Under Authentication Mode, select the radio button for LDAP (Reference Figure 5.1).

Next, select the LDAP Settings tab.

Select the protocol that will be used to communicate with the directory service.

Refer to Section 5.4.1 - LDAP Configuration or Section 5.4.2 - LDAPS Configuration of this document
for the options specific to your protocol selection.

When finished, click Save to enable your settings.

A reboot may be required to complete the configuration.

5.4.1. LDAP Configuration

This section details the configuration options for the unencrypted LDAP protocol selection. If your
connection should be encrypted, refer to Section 5.4.2 - LDAPS Configuration for configuration

information.
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AUTHENTICATION MODE DOMAIN SETTINGS LDAP SETTINGS ADVANCED CONFIGURATION

LDAP Settings

[CJ Use LDAP User Group Settings

Protocol: [LDAP v|

Server Hostname: [dct contoso.net \
Server Port Number: [389 |
Base DN for User Search: [OU=Users,0U=HQ,DC=contoso,DC=net |
LDAP Bind Usemame: [NLRecorder |

LDAP Bind User Password: [sernesenscnnsncnaanaasannnns ‘

LDAP Bind User Realm: [conTOSO |

SSL Validation: v

Note: LDAP Server CA Certificates can also be uploaded here.

Fig. 5.2 LDAP Settings Example

Below is a list of each LDAP Settings field, detailing what information should be entered.

Use LDAP User Group Settings

Optional, refer to Section 7.2.1 - Enable LDAP Group Mapping

Protocol

LDAP

Server Hosthame

This is the fully qualified domain name of the LDAP server or domain controller the recorder will
use to authenticate users to.

Example: dcl.contoso.net

Server Port Number

This is the LDAP port that the recorder will use to communicate with the LDAP server.
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If all recorder users exist in the same domain as the recorder’s bind account, the default LDAP port
would be used. If users exist in the parent and child domains, the LDAP Global Catalog (GC) port
would be used.

Table 5.1 LDAP Server Port Numbers

Protocol Port

LDAP TCP/UDP 389

LDAP GC TCP 3268

Base DN for User Search

This field should contain the root path containing all recorder users. It should be intered using
LDAP syntax.

Example: 0U=Users,0U=HQ,DC=contoso,DC=net

© Important

The recorder’s LDAP Bind user should also be located within this path.

Table 5.2 LDAP DIT Path Syntax

Key Description

DC Domain Component

CN Common Name

ou Organizational Unit
LDAP Bind Username

This is the username of the service account created for the recorder. This should be the username
only.
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Example: NLRecorder

LDAP Bind Password

This is the password of the service account created for the recorder.

LDAP Bind Realm

This is the NetBIOS domain name of the service account created for the recorder. This is
commonly the first domain component ( DC ) of the Base DN when read from left to right.

5.4.2. LDAPS Configuration

This section details the configuration options for the encrypted LDAPS protocol selection. If your
connection should be unencrypted, refer to Section 5.4.1 - LDAP Configuration for configuration
information.

Below is a list of each LDAP Settings field, detailing what information should be entered.
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AUTHENTICATION MODE DOMAIN SETTINGS LDAP SETTINGS ADVANCED CONFIGURATION

LDAP Settings

[CJ Use LDAP User Group Settings

Protocol: [LDAPS v|

Server Hostname: [dct.contoso net |
Server Port Number: (636 |
Base DN for User Search: [OU=Users,0U=HQ,DC=contoso,DC=net |
LDAP Bind Username: [NLRecorder J
LDAP Bind User Password: [seessessessensessacsncacnnen |
LDAP Bind User Realm: [comm743 |
SSL Validation: [Require v|

Fetch CA Certificate

Display CA Certificate details

Note: LDAP Server CA Certificates can also be uploaded here.

Fig. 5.3 LDAPS Settings Example

Use LDAP User Group Settings

Optional, refer to Section 7.2.1 - Enable LDAP Group Mapping

Protocol

LDAPS

Server Hosthame

This is the fully qualified domain name of the LDAP server or domain controller the recorder will
use to authenticate users to.

Example: dcl.contoso.net

Server Port Number

This is the LDAPS port that the recorder will use to communicate with the LDAP server.
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If all recorder users exist in the same domain as the recorder’s bind account, the default LDAPS

port would be used. If users exist in the parent and child domains, the
LDAPS Global Catalog (GC) port would be used.

Table 5.3 LDAPS Server Port Numbers

Protocol Port

LDAP TCP 636

LDAP GC TCP 3269

Base DN for User Search

This field should contain the root path containing all recorder users. It should be intered using
LDAP syntax.

Example: 0U=Users,0U=HQ,DC=contoso,DC=net

© Important

The recorder’s LDAP Bind user should also be located within this path.

Table 5.4 LDAPS DIT Path Syntax

Key Description

DC Domain Component
CN Common Name
ou Organizational Unit

LDAP Bind Username

This is the username of the service account created for the recorder. This should be the username
only.
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Example: NLRecorder

LDAP Bind Password

This is the password of the service account created for the recorder.

LDAP Bind Realm

This is the NetBIOS domain name of the service account created for the recorder. This is
commonly the first domain component ( DC ) of the Base DN when read from left to right.

SSL Validation

Ignore

This is the default setting when enabling LDAPS. When the recorder makes a connection
to the directory service, it will not request or validate the server's TLS/SSL certificate.
This option should not be used in a production environment!

Attempt

When the recorder makes a connection to the directory service, it will request its TLS/
SSL certificate. If no certificate is provided, the session proceeds normally. If a bad
certificate is provided, the session is immediately terminated.

Require

When the recorder makes a connection to the directory service, it will request its TLS/
SSL certificate. If no certificate is provided, or a bad certificate is provided, the session is
immediately terminated. This is the recommended option for production environments.

Fetch CA Certificate

When using LDAPS, the recorder must trust the CA certificate that signed the LDAP server’s TLS
certificate. This is especially important when using the recommend Require option.
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Display CA Certificate

This button can be used to validate that the correct issuing CA certificate was obtained.

Display CA Certificate details

soor e

notBefore=Jul 1 01:48:03 2021
CN = CONTOSO-RSA-CA, DC = contoso, CN = CONTOSO-ROOT-CA, DC = contoso, GMT
DC = net DC = net notAfter=Jul 1 01:58:03 2023
GMT

Fig. 5.4 LDAPS Server CA Certificate Trust
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6. ACTIVE DIRECTORY AUTHENTICATION

P License Required

This feature must be licensed to be used. Contact your Eventide Dealer for assistance.

Active Directory (AD) authentication works in the same manner as LDAP Authentication authentication,
allowing users, passwords, and group memberships to be managed via a pre-existing central directory
database. The differentiating feature is that AD authentication allows for Single Sign-On (SSO) from a
domain joined client PC.

This authentication mode will join the recorder to the network domain.

Since the only advantage of using AD authentication instead of LDAP is SSO, this section will guide you
through configuring Active Directory authentication specifically to use Single Sign-On. If SSO is not
desired, it is recommended that you use LDAP instead, since this method requires an advanced
knowledge level of Active Directory.

AUTHENTICATION MODE DOMAIN SETTINGS LDAP SETTINGS ADVANCED CONFIGURATION

Authentication Mode:

O Local Recorder Only
O Network File Share (SMB)
O LDAP

@ Active Directory Domain

Network File Share (SMB) Settings

Service:
IP:

Workgroup (optional):

Save Cancel

Fig. 6.1 Authentication Mode - Active Directory
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This authentication mode can be use along with Local Authentication. It is recommended that a local
account be created to serve as a “break glass” account in the event that the recorder is no longer able to
talk to the directory service.

6.1. How It Works

When a user logs in to the NexLog DX-Series recorder, their username is evaluated to see if it exists, or
is already associated with the directory service.

If the user does not exists, or is associated with the directory service, the credentials entered are tested
against the directory server.

If the supplied credentials work, the user is considered authenticated and the login will be processed. If
the user does not already exist on the recorder, their recorder account will be created.

If the supplied credentials do not work for the directory service, the login is rejected.

Upon successful login, the recorder will query the directory service for the user’s group memberships. If
the user is a member of the recorder’s paired groups, that group’s permissions will be given to the user.

6.2. Prerequisites

Before configuring AD authentication, the recorder must be setup with the following:

e Time Sync
¢ Hostname with valid DNS records
e TLS/SSL Certificate

Setting up this authentication mode will make use of commands that require a domain administrator
permission level. Ensure that a domain administrator is available to assist.

To setup AD Authentication you must know the following:

e The full domain name, realm and workgroup for user accounts

e The FQDN of the AD Password Server

e The FQDN of the AD Kerberos Key Distribution Center Server (KDC)
e The FQDN of the AD Admin Server

e LDAP protocol in use, LDAP or LDAPS (TLS/SSL)

e LDAP server hostname
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o LDAP server port number

e Base user search path or organizational unit (OU)
e Base group search path or organizational unit (OU)
¢ Username for the recorder’s AD account

e Password for the recorder’s AD account

¢ Domain for the recorder’s AD account

6.3. Configure Time Sync

The NexLog DX-Series recorder must be time synced to the same source as the domain server,
otherwise authentication will fail because the times are incorrect. To configure the time sync settings,
login to the web configuration manager and navigate to System — Date and Time.

In this example, we use NTP Time Sync, however other Time Sync sources are also valid.

In the Time Sync dropdown, select NTP (Network Time Protocol). Enter one or more domain controller
addresses into the fields provided, then press Save and Force Sync.

RECORDER TIME SETTINGS
. ] (@) [18v] [0v] [o7v)
ime
Timezone l America/New_York e ‘
Time Sync ‘ NTP (Network Time Protocol) ; ‘
Save Cancel
NTP SETTINGS

Server 1 Address dc1.contoso.net
Server 2 Address
Server 3 Address dc3.contoso.net
Server 4 Adaress —

Save and Force Sync

Fig. 6.2 Date and Time - NTP Settings
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Consult the NexLog DX-Series system manual for additional information.

6.4. Configure Hostname

The hostname of the recorder must be configured in Networking = System Identification. The
hostname will be used repeatedly in the domain administration steps, so it is important to have
agreement on what the hostname should be to fit in with current domain policy.

For example, if the desired fully qualified domain name for the system is
https://NLRecorder.contoso.net ,then NLRecorder isthe hostname.

The DNS server used by the recorder must be configured on this same page. Enter the IP address of the
DNS server(s) and Save.

Ensure that the DNS server has a valid A Record with a matching PTR Record pointing to the
recorder.

6.5. Configure TLS

The NexLog DX-Series recorder must have a valid TLS/SSL certificate that is trusted by the end client
PCs. The certificate can be issued by Microsoft Certificate Services, a public CA, or a private CA
who's root CA is trusted by the network. SSO will not function without a valid certificate. To configure
TLS, consult the NexLog DX-Series system manual. The certificate’s Common Name would typically be
the fully qualified domain name used in the hostname setup.

After configuring TLS, navigate to Users and Security = SSL = Connection Settings and set Database
connections to Both or SSL Only.

GENERATE CSR MANAGE CERTIFICATES CONNECTION SETTINGS

Web server connections (Both  v|
Database connections [ssLonly v
Client service connections ssLonly v
Centralized archive connections SSL Only v]
Screen Agent DX connections [SsLonly  v|

Fig. 6.3 TLS/SSL Connection Settings
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6.6. Configure AD Authentication

Once the recorder’s prerequisites have been satisfied, you can begin configuring the domain settings
and then apply the configuration to the recorder.

It is important that each section below is followed in order. All domain configuration and command
examples should be performed on a PC using a domain administrator account or equivalent.

6.6.1. Create AD User

On the domain controller or Active Directory Users & Computers , create a service account for the
NexLog DX-Series recorder to use.

This account is used for user and group lookups to validate the access that a user should have on the
recorder. The account must have read access to the OU where users and groups are stored, as well as
the ability to read the attributes of recorder users.

The account name should be the same as the recorder’s hostname.

© Important

If you would like to use Single-Sign On (SSO), the recorder’s AD sAMAccountName MUST be the

same as the recorder’s hostname.

After creating the account, open its properties and navigate to the Account tab. In the
Account options section, enable the option

This account supports Kerberos AES 256 bit encryption

Below is an example powershell command that enables all of the required options. If using this example,
be sure to set the correct Path, UserPrincipalName, and Account Password .

PowerShell Example
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New-ADUser -Name "NexLog Recorder"
-GivenName "NexLog"
-Surname "Recorder"
-sAMAccountName "NLRecorder"
-UserPrincipalName "NLRecorder@contoso.net"
-Path "CN=Users,DC=contoso,DC=net" °
-Enabled $true °
-KerberosEncryptionType "AES256" °
-TrustedForDelegation $true °
-ChangePasswordAtLogon $false °
-PasswordNeverExpires $true °
-AccountPassword (ConvertTo-SecureString "lqazXSw2!@" -
AsPlainText -force)
-PassThru

6.6.2. Set Service Principals
The Service Principal Names (SPN) are alias accounts associated with recorder’s active directory user
account. They allow for kerberos authentication of the web service (HTTP) and database (POSTGRES).

The SPNs can be set from the Active Directory Users & Computers GUI, by enabling the
Advanced Features view and navigating to the user’'s Attributes tab. However, this method is more
complicated and it is recommended to set the SPNs from PowerShell.

Open an elevated PowerShell and execute the script below. Replace the two variables with the values
for your environment.

This command is case-sensitive. The below script will change the FQDN to lowercase, and the
Kerberos Realm to uppercase.

PowerShell

# Replace these variables
$recorderUser = "NLRecorder"
$fullDomain = "contoso.net"

# DO NOT edit these variables
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$recorderFQDN = "$($recorderUser.ToLower()).$
($fullDomain.ToLower())"
$kerberosRealm = "$($fullDomain.ToUpper())"

Set-ADUser -Identity $recorderUser -PassThru -ServicePrincipalNames
@{Add="
"HTTP/$recorderFQDN@$kerberosRealm",
"POSTGRES/$recorderFQDN@$kerberosRealm"} °
-TrustedForDelegation $true

For NexLog Access Bridge to work with Active Directory authentication, you must also enable
Delegation. This can be done by navigating to the Delegation tab, then enabling

Trust this user for delegation to any service (Kerberos only).

NexLog Recorder Properties ? X

Organization ~ Published Certificates =~ Member Of  Password Replication
Dialin Object Security Environment Sessions
Remote control  Remote Desktop Services Profle ~ COM+  Attribute Editor
General Address Account Profile Telephones Delegation
Delegation is a security-sensitive operation, which allows services to act on

behalf of another user.
(O Do not trust this user for delegation

[@ Trust this user for delegation to any service (Kerberos only) l
() Trust this user for delegation to specified services only

Use Kerberos only

Use any authentication protocol

Service Type  User or Computer Port Service N|
< >
[ Expanded Add.. Remove

Fig. 6.4 AD Users and Computer - Delegation
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Consistency Checks

Running consistency checks on Microsoft Active Directory will affect the recorder’s service
account name which includes a forward slash ( / ). Microsoft tools such as LDIF, or LdFix may

want to normalize the names by removing the forward slash, resulting in a domain authentication
failure when using the web configuration page or client software. Always ignore it if a consistency

check suggests modifying the service accounts configured for the recorder.

6.6.3. Create Keytab

© Important

If a recorder is already configured with a keytab, generating a new keytab for the same recorder
will invalidate the previous one and cause all Active Directory logins to fail until the newly
generated keytab is imported and the recorder is restarted.

The keytab is used to authenticate the HTTP and POSTGRES service accounts with the active directory
domain.

The keytab file must typically be generated on domain controller, and then will be imported to the
recorder.

Open an elevated PowerShell and execute the script below. Replace the four variables with the values
for your environment.

This command is case-sensitive. The below script will change the FQDN to lowercase, and the
Kerberos Realm to uppercase.

PowerShell



6. Active Directory Authentication

# Replace these variables

$recorderUser = "NLRecorder"
$recorderPassword = "lgazXSW2'!@"
$fullDomain = "contoso.net"

$outputLocation = "C:\" # An existing directory path ending with "\"

# DO NOT edit these variables

$recorderFQDN = "$($recorderUser.ToLower()).$
($fullDomain.ToLower())"

$kerberosRealm = "$($fullDomain.ToUpper())"

# Creates the initial keytab for the HTTP SPN

Ktpass -out "$($outputLocation)NexLog initial.keytab" °

-princ HTTP/$recorderFQDN@$kerberosRealm °

-mapUser "$($fullDomain.Split(".",2)[0])\$recorderUser" °

-mapOp set °

-pass $recorderPassword °
-crypto AES256-SHA1l °
-pType KRB5 NT PRINCIPAL

# Adds the POSTGRES SPN to the HTTP keytab

Ktpass -in "$($outputLocation)NexLog initial.keytab" °

-out "$($outputLocation)NexLog final.keytab" °
-princ POSTGRES/$recorderFQDN@$kerberosRealm °

-mapUser "$($fullDomain.Split(".",2)[0])\$recorderUser" °

-mapOp add °

-setUpn °

-setPass

-pass $recorderPassword °
-crypto AES256-SHA1 °
-pType KRB5 NT PRINCIPAL

This should create two keytab files. The important one is the second one (named NexLog final.keytab

in the script); this second one is the one that will be uploaded to the recorder.

6.6.4. Deploy AD Configuration

After all of the previous sections have been completed, you can proceed with deploying the Active

Directory authentication configuration to the recorder.
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Insure that you have completed the prerequisite tasks, and gathered the prerequisite information.

Prerequisite Tasks

Time Sync configured and syncing with a domain controller
Hostname set and validated with DNS
TLS certificate has been applied and tested

The recorder’s AD User has been created
Service Principal Names have been set

NexLog_final.keytab has been created

Prerequisite Information

Domain Administator login credentials

The full domain name, realm and workgroup for user accounts

The FQDN of the AD Password Server

The FQDN of the AD Kerberos Key Distribution Center Server (KDC)
The FQDN of the AD Admin Server

LDAP protocol in use, LDAP or LDAPS (TLS/SSL)

LDAP server hostname

LDAP server port number

Base user search path or organizational unit (OU)
Base group search path or organizational unit (OU)
Username for the recorder’'s AD account

Domain for the recorder’s AD account

6.6.4.1. Install the Keytab

The final keytab file, NexLog final.keytab , must be imported to the recorder.
Login to the web configuration manager and navigate to Users and Security = Active Directory.

Under Authentication Mode, select the radio button for Active Directory Domain (Reference Figure
6.1).
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Next, select the Domain Settings tab.

Import Keytab File

Import New Keytab File | Note: A Keytab File already exists

Choose File | No file chosen OK

Fig. 6.5 Domain Settings - Import Keytab File

Scroll to the Import Keytab File section and press Import New Keytab File. If a Keytab is already
uploaded, the page will say Note: A Keytab File already exists.

Press Choose File and select the keytab named NexLog final.keytab . Press the OK button to begin
the upload.

© Important

It is not necessary for the initial setup, but if the keytab is ever replaced, you must reboot the
recorder for it to be applied.

6.6.4.2. Configure Domain Settings

In the web configuration manager and navigate to Users and Security = Active Directory.

Under Authentication Mode, select the radio button for Active Directory Domain (Reference Figure
6.1).

Next, select the Domain Settings tab, then enable the Enable Single Sign-On check box.



AUTHENTICATION MODE DOMAIN SETTINGS LDAP SETTINGS

Enable Single Sign-On

Active Directory Settings

6. Active Directory Authentication

ADVANCED CONFIGURATION

Workgroup: [conToso

Realm: [CONTOSO.NET
Password server: [DC1.CONTOSO.NET
KDC: [de1.contoso.net
Admin Server: [dc1.contoso.net
Ticket Encoding Type: [AES-2586 v

Recorder Service Principal Account:  [nirecorder.contoso net

Fig. 6.6 Domain Settings - Active Directory Settings

In the Active Directory Settings section, complete all fields. Some of these fields must be in

UPPERCASE and others must be in lowercase, but you don’t have to worry about that because when

you save, the form will automatically set the case correctly for fields where it matters.

Workgroup

(UPPERCASE) The NetBIOS workgroup name for login users

Example: CONT0SO

Realm

(UPPERCASE) The domain’s kerberos realm

Example: CONTOSO.NET

Password Server

(UPPERCASE) The password server the recorder should use to authenticate user credentials. This

KDC

is typically a domain controller.

Example: DC1.CONTOSO.NET
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(lowercase) The Kerberos Key Distribution Center server the recorder should use kerberose
authentication. This is typically a domain controller.

Example: dcl.contoso.net

Admin Server

(lowercase) The server that should be used for group membership queries. This is typically a
domain controller.

Example: dcl.contoso.net

Ticket Encoding Type

The kerberose encrption type the account should use. This must be the same as what was used to
generate the keytab. Options:

AES-128
AES-256 (default)

RC4-HMAC

Recorder Service Principal Account

(lowercase) The primary service principal account name for the recorder. This is typically the same
as the recorder’'s FQDN.

Example: nlrecorder.contoso.net

Once all fields have been completed in Active Directory Settings, switch to the LDAP Settings tab and
complete all fields.

Select the protocol that will be used to communicate with the directory service.

Refer to Section 5.4.1 - LDAP Configuration or Section 5.4.2 - LDAPS Configuration of this document
for the options specific to your protocol selection. The LDAP Bind fields will be disabled when using
Active Directory authentication.
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When finished, click Save to enable your settings.

A reboot is required to complete the configuration. Once the recorder is back after the reboot, you can
join it to the domain.

6.6.5. Joining the Domain

For Active Directory authentication to work, the recorder must be joined to the domain by a domain
administrator. Once joined (and rebooted), you can try logging into either Configuration Manager or
MediaWorks Plus with any domain user; depending on your configuration, you'll likely get a warning
that the user exists but does not have any client permissions. See Section 7: Users and Groups for more
details on permission groups.

Login to the web configuration manager and navigate to Users and Security = Active Directory.
Next, select the Domain Settings tab.

Scroll to the Domain Membership section where it will indicate the recorder’s domain membership
status.

If the recorder is not already joined to the domain, enter the credentials of a domain administrator in
the fields provided, then press Join Domain.

Domain Membership
User Account [contosoadmin |
Password [orseee ]
The recorder is joined to the domain

Leave Domain

Fig. 6.7 Domain Settings - Join domain
If the recorder was joined to the domain successfully, the status will change to
The recorder is joined to the domain and the button text will change to Leave Domain .

A reboot is required to complete the operation. Once the recorder is back after the reboot, you can
attempt logging in with domain credentials.
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6.6.6. Single Sign-On

Single Sign-On (SSO) is an additional feature of Active Directory that allows users to log in to Windows
once, and then login to MediaWorks DX directly from a URL or by checking a box on the login prompt.
The recorder will check with the domain for authentication and log the current Windows user into the
system.

For users to log in with SSO, it must be enabled on the recorder. Enabling or disabling SSO will require a
recorder reboot to take effect.

To use SSO the recorder must have a fully qualified domain name (FQDN), such as
NLRecorder.contoso.net because Active Directory authenticates against the FQDN and not an IP
address.

© Important

The recorder’'s AD sAMAccountName MUST be the same as the recorder’s hostname for SSO to

work.

If NLRecorder.contoso.net isthe URL used to access the recorder, NLRecorder MUST be the

recorder service account’s username.

AUTHENTICATION MODE DOMAIN SETTINGS LDAP SETTINGS ADVANCED CONFIGURATION

Enable Single Sign-On
Fig. 6.8 Domain Settings - Single Sign-On
To enable SSO, navigate to Users and Security = Active Directory = Domain Settings then check the

Enable Single Sign-On checkbox and reboot the recorder. To disable, uncheck the box and reboot.

Single Sign-On support is browser dependent and each browser may have different security
configurations to support it. Included in the next sections are configuration options for the most
common web browsers.
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SSO will also require that the recorder’s FQDN is added to your group policy’s Trusted Sites List.

Go to your Group Policy’s Site to Zone Assignment List and enable the policy setting. Then add
your FQDN as a zone assignment. Read the numbered values on the Group Policy Editor to
determine which value will work for you.

Show Contents O X

Enter the zone assignments here.

Value name Value
.» | https://NLRecorder.contoso net| 1

OK Cancel

Fig. 6.9 Site to Zone Assignment List Example

6.6.6.1. Brave Browser

The Brave browser can be configured by editing the registry directly on a PC, or by deploying the
registry change to multiple workstations via Group Policy.

Use HKLM to apply the setting to all users of the PC, or HKCU for specific users. For the value, you can
separate multiple server names with commas. Wildcards (*) are allowed.

Table 6.1 Brave Browser Registry Settings -
AuthNegotiateDelegateAllowlist

Registry HKEY_LOCAL_MACHINE or
Hive HKEY_CURRENT_USER
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Regist

Pztg: ry Software\Policies\BraveSoftware\Brave

Value ' |
AuthNegotiateDelegateAllowlist

Name

Value Type REG_SZ

Example

NLRecorder.contoso.net, recorder.contoso.net
Value

Table 6.2 Brave Browser Registry Settings - AuthServerAllowlist

Registry HKEY_LOCAL_MACHINE or

Hive HKEY_CURRENT_USER
Registry -
Path Software\Policies\BraveSoftware\Brave
Value .
AuthServerAllowlist
Name

Value Type REG_SZ

Example

NLRecorder.contoso.net, recorder.contoso.net
Value

6.6.6.2. Google Chrome

Google Chrome can be configured by editing the registry directly on a PC, or by deploying the registry
change to multiple workstations via Group Policy.

Use HKLM to apply the setting to all users of the PC, or HKCU for specific users. For the value, you can
separate multiple server names with commas. Wildcards (*) are allowed.

Table 6.3 Google Chrome Registry Settings -
AuthNegotiateDelegateAllowlist

Registry HKEY_LOCAL_MACHINE or
Hive HKEY_CURRENT_USER
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Registr
BISty Software\Policies\Google\Chrome
Path
Value . .
AuthNegotiateDelegateAllowlist
Name

Value Type REG_SZ

Example

NLRecorder.contoso.net, recorder.contoso.net
Value

Table 6.4 Google Chrome Registry Settings - AuthServerAllowlist

Registry HKEY_LOCAL_MACHINE or

Hive HKEY_CURRENT_USER

Registry ..
Software\Policies\Google\Chrome

Path

Value .
AuthServerAllowlist

Name

Value Type REG_SZ

Example

NLRecorder.contoso.net, recorder.contoso.net
Value

6.6.6.3. Microsoft Edge (Chromium)

The Chromium based Microsoft Edge browser can be configured by editing the registry directly on a PC,
or by deploying the registry change to multiple workstations via Group Policy.

Use HKLM to apply the setting to all users of the PC, or HKCU for specific users. For the value, you can
separate multiple server names with commas. Wildcards (*) are allowed.

Table 6.5 Microsoft Edge Browser Registry Settings -
AuthNegotiateDelegateAllowlist

Registry HKEY_LOCAL_MACHINE or
Hive HKEY_CURRENT_USER
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Registry
Path

Value
Name

Value Type

Example
Value

Software\Policies\Microsoft\Edge

AuthNegotiateDelegateAllowlist

REG_SZ

NLRecorder.contoso.net, recorder.contoso.net

Table 6.6 Microsoft Edge Browser Registry Settings -
AuthServerAllowlist

Registry
Hive

Registry
Path

Value
Name

Value Type

Example
Value

6.6.6.4. Mozilla Firefox

HKEY_LOCAL_MACHINE or
HKEY_CURRENT_USER

Software\Policies\Microsoft\Edge

AuthServerAllowlist

REG_SZ

NLRecorder.contoso.net, recorder.contoso.net

The Mozilla Firefox browser can be configured by editing the registry directly on a PC, deploying the
registry change or Firefox template to multiple workstations via Group Policy, or directly within the

Firefox interface.

Firefox Interface

1. Open Mozilla Firefox and navigate to the URL: about:config.
2. If a warning page appears with the message: Proceed with Caution, click

Accept the Risk and Continue.
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3. Locate and double-click on the network.automatic-ntlm-auth.trusted-uris .

4. In the value field, enter the URL address used to access the recorder (ex.
NLRecorder.contoso.net ). For the value, you can separate multiple server names with commas.

5. Click V.

6. Locate and double-click on the network.negotiate-auth.trusted-uris .

7. In the value field, enter the URL address used to access the recorder (ex.
NLRecorder.contoso.net ). For the value, you can separate multiple server names with commas.

8. Click v.

9. Exit and reopen Firefox.

Firefox Registry

Configuring Firefox via the Windows registry requires an addition to two paths.

Table 6.7 Mozilla Firefox Browser Registry Settings - NTLM

Registry
i HKEY_LOCAL_MACHINE or HKEY_CURRENT_USER
ive
Registry . o .
Path Software\Policies\Mozilla\Firefox\Authentication\NTLM
Value
1 (increase number for each entry)
Name
Value
REG_SZ
Type
Example
NLRecorder.contoso.net
Value

Table 6.8 Mozilla Firefox Browser Registry Settings - SPNEGO

Registry

Hive HKEY_LOCAL_MACHINE or HKEY_CURRENT _USER
iv

Registry .. . . N

Path Software\Policies\Mozilla\Firefox\Authentication\SPNEGO
a

Value

1 (increase number for each entry)
Name



6. Active Directory Authentication

Value
Type

Example
Value

REG_SZ

NLRecorder.contoso.net
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7. USERS AND GROUPS

When using directory service authentication, user group memberships can be managed locally or via
the directory service.

One of the primary values of using LDAP or Active Directory authentication is a streamlined user
creation and permission management workflow. Users already exist in groups on the domain, and by
telling the recorder what those groups (or new groups added specifically for recorder permissions)
mean, you can manage users more easily than before.

7.1. Local Users with LDAP

Users that only exist on the recorder remain the same as always. Users can be created and
administrated entirely on the recorder as on any system without an Active Directory integration.

In the case that user names on the domain overlap with existing users on the recorder, the

recorder user’s permissions take precedence over the domain user.

7.2. Domain Users with LDAP Group Mapping

With LDAP Group Mapping, users are automatically created on the recorder at first log in, with the user
group membership and channel permissions based on the LDAP Group Mapping. So, with the default
mapping, if there is a user LBertucci on the domain who is an NLResearcher , when they log in for the
first time they will be added as a Researcher on the recorder, and get the resource groups that the
Researcher group has access to.

With LDAP Group Mapping on, you cannot edit user group membership of LDAP users on the recorder.
You can however edit their resource groups for resource permissions and you can grant additional
recorder level permissions individually. Resources granted by user groups are just defaults, as explained
in the NexLog DX-Series system user manual, so you can change them as you wish after a user has been
created.
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/.2.1. Enable LDAP Group Mapping

LDAP Group Mapping can be configured in the web configuration manager at Users and Security =
Active Directory = LDAP Settings.

Enable the Use LDAP User Group Settings checkbox.

In the LDAP Group Mapping section, enter the LDAP Group Name, from the directory service, that
corresponds with the local recorder group name.

Table 7.1 Default LDAP Group Mapping

Recorder Group LDAP Group

Admin NLAdmin
Agents NLAgents
Archivers NLArchivers
Group Evaluators NLGroupEvaluators
Instant Recall NLInstantRecall
Maintainers NLMaintainers
Monitors NLMonitors
Report Editor NLReportEditor
Researchers NLResearchers
SuperEvaluators NLSuperEvaluators
Systems NLSystems
User Managers NLUserManagers

LDAP Groups Base DN
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This field should contain the root path containing all mapped groups. It should be intered using
LDAP syntax.

Example: 0U=Groups, 0U=HQ,DC=contoso,DC=net

/.2.2. Export Recorder Groups to LDAP

This is an optional step, but a useful one. This allows you to import the permission groups the NexLog
recorder is looking for to assign permissions to domain users at log in. If you have multiple NexLog
recorders in your domain and they share the same group associations, then this procedure only needs
to be run once.

This will save implementation time by not having to create each LDAP group one at a time. This should
be completed after the LDAP or Active Directory settings are fully configured and saved, including
LDAP Groups Base DN.

Navigate to Users and Security = Active Directory = LDAP Settings.

Export Eventide LDAP Security Group Schema

Click this button to generate a groups.ldif file which should be downloaded and verified for
correctness.

For Microsoft Windows Active Directory, load groups.ldif onto a domain controller, then open
an elevated shell. The program Idifde should already be installed on the server. Run the following
command to import the schema:

Idifde.exe -i -f groups.ldif
Running Idifde.exe -? will bring up a help menu with further options.

Once that is done, verify the groups were added to the Active Directory. Users can now be
assiegned to certain groups, as a test.
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/.3. Domain Users without LDAP Group Mapping

Without LDAP Group Mapping, you have to add each domain user individually, but then you can
manage their group memberships at the recorder side as you would any other recorder user. This may
be a better fit depending on how the recorder is being administered.

To add a domain user, enable the Active Directory User checkbox at creation time; this will disable the
password fields because passwords are managed on the directory service only.

Add New User

User Info

Active Directory User

Username: [JohnSmith852

Password:
Repeat Password:

Group Membership

[J Admin [J Agents

[[J Archivers [[J Group Evaluators
[J Instant Recall [J Maintainers

[J Monitors [J Report Editor

[J Researchers [[J SuperEvaluators
[] Systems [J User Managers

Continue Cancel

Fig. 7.1 Add New Active Directory User

7.4. Passwords

In all cases, passwords for domain users are managed via the directory service. You cannot change
passwords via the NexLog DX-Series recorder and if a user account is marked “Must Change Password
at Next Login”, the user cannot log in to MediaWorks DX nor the web configuration manager until the
password has been changed in the directory service.
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8. NEXLOG ACCESS BRIDGE

NexLog Access Bridge (NAB) is a feature that allows a user to access media from multiple recorders
(NAB Source), using a single recorder (NAB Base).

For NexLog Access Bridge to work smoothly, the Base and Source recorders should all be configured
with the same Authentication Mode.

8.1. NAB with Active Directory

If the NAB Base and all NAB Sources are configured with Active Directory authenticaton in the same
domain, login attempts will work smoothly. Each recorder included in the NAB network should be
joined to the domain using a unique hostname and service account.

When creating the service accounts, be sure to enable delegation as shown in Figure 6.4 of Section
6.6.2: Set Service Principals.

If the NAB Base is joined to the domain, but the NAB Source is not, it will prompt for a login and you
can enter the appropriate credentials to log into that recorder.

8.1.1. NAB with Single Sign-On

If Single Sign-On is enabled on a NAB Base, then ideally, all of the recorders involved in the NexLog
Access Bridge network should be configured to use SSO as part of the same domain. That way, the
login experience will be smooth.

If the NAB Base is configured for Single Sign-On, and the NAB Sources are not, then any SSO log in will
fail back to the standard log in prompt when connecting to those sources.

The more complicated situation is the reverse. If the NAB Base is not configured for Single Sign-On, but
a NAB Source is, then the NAB Source will require specific configuration to allow the connection to
happen.

This might happen in a situation where your NAB Sources are all on one network and domain, but the
NAB Base is remote or on a different domain.
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In this case, an administrative user on the NAB Sources must create an exemption for the NAB Base to

connect to its database.

See Section 8.3: NAB Base Database Exemption for how to create the exemption.

8.2. NAB with SMB

If the NAB Base is configured for SMB Authentication, each NAB Source it is connected to should also
be configured for SMB authentication.

If the NAB Source is unable to be configured for SMB authentication, you must create an exemption for

the NAB Base.

See Section 8.3: NAB Base Database Exemption for how to create the exemption.

8.3. NAB Base Database Exemption

When a NAB Source is unable to be configured for SMB, LDAP, or AD authentication due to network

topology or configuration, a database exemption may be required.

The user must still have an account on the NAB Sources.

GENERAL FRONT PASSWORD AGING LOCKOUT

PANEL COMPLEXITY

Audit changes

Audit verbose

[J Enable Incident Clip Management
Enable User Content Uploads

TWO FACTOR
AUTHENTICATION

Enable Terms Of Service splash screen in MediaWorks Plus clients (edit contents in System-

>Configuration Files->Terms of Service Display)
[CJ Enable Block Media Access
[JJ Enable MediaWorks Plus ATC/ATM mode

Session Communication Timeout (min):  [5 |

Exempt NexLog Access Bridge Hosts from Database Authentication

Exempted NexLog Access Bridge Host IP Addresses:  [10.74.3.11

Encrypted Terminal (SSH) [None v

Save Cancel

Fig. 8.1 NAB Base Database Exemption
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To create an exemption, login to the web configuration manager on each NAB Source and navigate to
Users and Security = System Security.

Enable the checkbox for Exempt NexLog Access Bridge Hosts from Database Authentication.

In the field provided, enter the IP address of the NAB Base users will log in from. If the NAB network
has a redundant Base, enter the |IP address for each Base separated by a comma ( , ).

Save your changes and reboot the NAB Source.
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9. NEXLOG DX-FIPS ADFS CONFIGURATION

O New in version 2024.1.

There are two important concepts to understand in configuring SAML with the NexLog 740 DX-Series
Recorder. The terms are not specific to NexLog 740 DX-Series Recorder, but are widely known in the
SAML paradigm. The two terms are:

Service Provider(SP) - For the purposes of configuration the Service Provider(SP) is the NexLog 740
DX-Series Recorder itself.

Identity Provider(ldP) - The Identity Provider we will configure is a Microsoft ADFS server.

Another important concept to understand is that both the SP, and the IdP, have an entitylD. An entitylD
is nothing more than an identifier. While we programmatically pull the entitylD of the IdP from its
MetaData file, you will need to provide an entity ID for the SP.

It's important to note that a TLS certificate must be configured and enabled on the recorder and the
FQDN, matching the certificate, must be known. For the purposed of this document the value,
sp.nexlog.host, will be used.

9.1. ADFS Configuration

We'll start with a clean slate on the ADFS server. The graphic below shows the ADFS management tool
on the server itself.

G ADFS - o X
G File Action View Window Help
|25 HE
Actions
Display Name Enabled  Type  Identier Relying Party Trusts -
Add Relying Party Trust...
View »
New Window from Here
|G Refresh
H Help

Fig. 9.1 Relying Party Trusts
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We need to ensure that the ADFS server has a few items in its properties for its Metadata to be used
later in this configuration process. Right click the Service folder, and choose Edit Federation Service

Properties

G ADFS

G File Action View Window Help
% znmH

1 ADFS
=l Senses
| Acc
| Rel
7 Cla
1 Ap|

Edit Federation Service Properties...
Revoke All Proxies

View

New Window from Here
Refresh

Help

EX——_—____

2 Overview

tains several service components that are necessary to set up and manage a Federation Service. These components include
certificates, and published claims.

ore

3 Help

Fig. 9.2 Edit Federation Service Properties

Once the properties dialog box is visible, click on the Organization tab.
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[
Federation Service Properties X

| General Organization Events
Organization

[] Publish organization information in federation metadata
i Organization display name:
} I || (P
y Organization URL:

| |

Support contact information in federation metadata

First name:
lJohn |

Last name:

| Smith |
E-mail address:

IJohn Smith@example.com |

Telephone number:
2125551212 |

0K Cancel Apply

Fig. 9.3 Organization Tab
If the Support contact information is not populated, you will need to populate with some information
for the Metadata to be imported.

The next step is to either right click the Relying Party Trusts folder and choose Add Relying Party Trust,
or on the right side of the ADFS management window, click Add Relying Party Trust.
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1 ADFS

- o X
@ File Action View Window Help 8 %
e »m HE
j Zir::: Control Policies Display Name Enabled  Type  Identfier Access Control| | Relying Party Trusts =
= Relying Party Trusts Add Relying Party Trust...
| Claims Provic ~ Add Relying Party Trust... View »
3 Application € - L > New Window from Here
New Window from Here (G Refresh
Refresh Help

Help

Fig. 9.4 Add Relying Party Trust

This will bring up the Add Relying Party Trust Wizard, which will default to the Claims aware selection.

i Add Relying Party Trust Wizard X
Welcome
Steps Welcome to the Add Relying Party Trust Wizard
@ Welcome
Claims-aware applications consume claims in security tokens to make authentication and
@ Select Data Source authorization decisions. Non-claims-aware applications are web-based and use Windows
Ch Ac Cortrol Integrated Authentication in the internzal network and can be published through \Web Application
@ Poﬁc?e CEsS LOMo Proxy for extranet access. Learn more
@ Readyto Add Trust @ Claims aware
@ Finish

(O Non claims aware

< Previous Start Cancel

Fig. 9.5 Add Relying Party Trust Wizard

Click Next to continue.

Choose the third option, Enter data about the relying party manually
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il Add Relying Party Trust Wizard X
Select Data Source

Steps Select an option that this wizard will use to obtain data about this relying party:

@ Welcome
(O Import data about the relying party published online or on a local network

Select Data S
ot 8 souree Use this option to import the necessary data and certificates from a relying party organization that publishes

@ Specify Display Name its federation metadata online or on a local network.
@ Configure Certificate Federation metadata address (host name or URL):
@ Configure URL
@ Configure Identffiers Example: fs.contoso.com or https://www.contoso.com/app
@ ghigose Access Control O Import data about the relying party from a file
olicy
Use this option to import the necessary data and certificates from a relying party organization that has
@ Ready to Add Trust exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
] validate the source of the file.
@ Finish
Federation metadata file location:
Browse...
(® Enter data about the relying party manually
Use this option to manually input the necessary data about this relying party organization.
< Previous Next > Cancel

Fig. 9.6 Enter Data Relying Party Manually

Click Next to continue

Give the new relying party a name. This is simply used for display purposes in the ADFS server itself.
Additionally, you may add notes here as well.
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% Add Relying Party Trust Wizard X

Specify Display Name

Steps Enter the display name and any optional notes for this relying party.
@ Welcome Display name:

@ Select Data Source |NexlogDX FIPS SAML

@ Specify Display Name Notes:

@ Configure Certficate This relying party is used for SAML authentication |

@ Configure URL
@ Configure Identifiers

@ Choose Access Control
Policy

@ Ready to Add Trust
@ Finish

< Previous Next > Cancel

Fig. 9.7 Give Relying Party Name

Click Next to continue.

On the Configure Certificate page, click Next to continue the wizard.
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Gl Add Relying Party Trust Wizard X

Configure Certificate

Steps Specify an optional token encryption certificate. The token encryption certificate is used to encrypt the claims

@ Welcome that are sent to this relying party. The relying party will use the private key of this certfficate to decrypt the
claims that are sent to it. To specify the certificate, click Browse.

@ Select Data Source

@ Specify Display Name TR

o — Subject:

@ Configure Certficate Effective date:

@ Configure URL Expiration date:

@ Configure Identifiers

@ Choose Access Control e Browse e
Policy

@ Readyto Add Trust

@ Finish

< Previous Next > Cancel

Fig. 9.8 Configure Certificate

Click Next to continue

Once on the Configure URL page, you will need to select the second option, Enable support for the
SAML 2.0 WebSSO protocol. In the box for the Relying party, we will construct the URL using the
FQDN referenced in the beginning of this document, sp.nexlog.host. You will need to provide the
FQDN that you have provisioned, but the rest of the URL should be as shown below.
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il Add Relying Party Trust Wizard X

Configure URL

Steps AD FS supports the WS-Trust, WS-Federation and SAML 2.0 WebSSO protocols for relying patties. ff
@ Welcome WS-Federation, SAML, or both are used by the relying party, select the check boxes for them and specify the
URLs to use. Support forthe WS-Trust protocol is always enabled for a relying party.
@ Select Data Source
. [] Enable support for the WS-Federation Passive protocol
@ Specify Display Name
The WS-Federation Passive protocol URL supports Web-browser-based claims providers using the

@ Configure Certificate WS-Federation Passive protocol.
@ Configure URL Relying party WS-Federation Passive protocol URL:
@ Configure Identifiers I
@ (P:hﬁ“e Access Control Example: hitps://As.contoso.com/adfs/s/
olicy
® Readyto Add Trust Enable support for the SAML 2.0 WebSSO protocol
@ Finish The SAML 2.0 single-sign-on (SSO) service URL supports Web-browser-based claims providers using the
SAML 2.0 WebSSO protocol.

Relying party SAML 2.0 SSO service URL:
Ihttps://sp,nexlog.host/aulh,sso/SAMLZXPOSTI

Example: hitps://www .contoso.com/adfs/1s/

< Previous Cancel

Click Next to continue to the Configure Identifiers dialog.

Though ADFS doesn’t make reference to it in this dialog, the information that it is looking for is the
entitylD of the Service Provider(SP). This can be any value if it is unique within the ADFS server.
Standard practice is to make this a URL, though the URL does not have to point to anything, nor does it
need to resolve. It's simply used as a unique identifier. For this document, we will use the value, https:/
sp.nexlog.host/relyingidentifier. Make note of this value, as it will be used later to configure the
recorder side of SAML. Enter the value in the text box, then click the Add button to add in the bottom
text box.
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! Add Relying Party Trust Wizard X

Configure Identifiers

Steps Relying parties may be identified by one or more unique identifier stings. Specify the identifiers for this relying
® Welcome party trust.

@ Select Data Source Relying party trust identifier:

@ Specify Display Name | | Add

@ Configure Certificate Example: https://fs.contoso.com/adfs/servicesArust

@ Configure URL Relying party trust identifiers:
@ Configure Identffiers https://sp.nexlog host/relyingidentifier Remove

@ Choose Access Control
Policy

@ Readyto Add Trust
@ Finish

< Previous Next > Cancel

Fig. 9.9 Configure Identifiers

Click the Next button to continue.

On the Choose Access Control Policy page, highlight the Permit everyone entry, then click Next.
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i Add Relying Party Trust Wizard X

Choose Access Control Policy

Steps Choose an access control policy:
@ Welcome
Name Description )
@ Select Data Source »
Pemmit everyone Grant access to everyone.
ify Di 'ermit everyone and require rant access to everyone and requir
@ Specify Display Name Pemit d MFA Grant t d
@ Corfigure Cettficate Pemit everyone and require MFA for specific group Grant access to everyone and requir
Corfi URL Pemit everyone and require MFA from extranet access Grant access to the intranet users ar
@ Cortigure Pemit everyone and require MFA from unauthenticated devices Grant access to everyone and requir
@ Configure Identifiers Pemit everyone and require MFA, allow automatic device registr... Grant access to everyone and requir
@ Choose Access Control Pemmit everyone for intranet access Grant access to the intranet users.
Pohcy Pamit onandfic Armin (Rrart a~race th 1icare Af Ana Ar marc
< >
@ Readyto Add Trust
@ Finish =
Pemit everyone

[ 1 do not want to configure access control policies at this time. No user will be pemitted access for this
application.

: < Previous Next > Cancel

Fig. 9.10 Choose Access Control Policy

On the Ready to Add Trust page, click Next to continue to the last page in the dialog.
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%] Add Relying Party Trust Wizard

Ready to Add Trust

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name
@ Configure Certfficate
@ Configure URL

@ Configure |dentifiers

@ Choose Access Control
Policy

@ Readyto Add Trust
@ Finish

Finally, on the Finish page, leave the Configure claims issuance policy for this application checkbox

checked, and click Close.

The relying party trust has been configured. Review the following settings, and then click Next to add the
relying party trust to the AD FS configuration database.

Monitoring  |dentifiers Encryption Signature  Accepted Claims = Organization Endpoints  Note ¢ [
Specify the monitoring settings for this relying party trust.
Relying party’s federation metadata URL:

This relying party’s federation metadata data was last checked on:
<never >

This relying party was last updated from federation metadata on:
<never >

< Previous Cancel

Fig. 9.11 Ready to Add Trust

71
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§7 Add Relying Party Trust Wizard

Finish

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name
@ Configure Certificate
@ Configure URL

@ Configure Identffiers

@ Choose Access Control
Policy

@ Readyto Add Trust
@ Finish

The relying party trust was successfully added.

Configure claims issuance policy for this application

Fig. 9.12 Finish Configure Claims

When you click the Close button, a new dialog will appear that will allow you to edit the claims for the
newly configured relying party.
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Edit Claim Issuance Policy for NexlogDX FIPS SAML X

Issuance Transform Rules

The following transform rules specify the claims that will be sent to the relying party.

Order Rule Name Issued Claims

%
2

Edit Rule... Remove Rule...
| OK || Cancel | Aoply

Fig. 9.13 Edit Claim Issuance Policy

Click the Add rule button to add a claims rule. There are several that will need to be added.
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@ Add Transform Claim Rule Wizard X

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.
@ Configure Claim Rule Claim rule template:

Send LDAP Attributes as Claims v

Claim rule template description:

Using the Send LDAP Attribute as Claims rule template you can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Multiple attributes may be sent as
muttiple claims from a single rule using this rule type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated users from the displayName and telephoneNumber
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be used to send all of the user's group memberships. If you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

< Previous Cancel

Fig. 9.14 Add Transform Claim Rule Wizard

Click Next to continue.

The first claim will add is a UPN claim. You can provide any name you wish, for the purpose of this
document the name NexLog Claim will be used.

Under Attribute store, select the Active Directory entry.

Under the left side drop down, choose the User-Principal-Name option, and on the right side drop
down, select the UPN option.

In the next row, on the left side, choose the Token-Groups - Qualified by Long Domain Name, and on
the right, choose the Group option.
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Configure Rule

Steps
@ Choose Rule Type
@ Configure Claim Rule

i Add Transform Claim Rule Wizard X

You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from which
to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be issued
from the rule.

Claim rule name:
Nexlog Claim

Rule template: Send LDAP Attributes as Claims

Attribute store:
‘Adive Directory v

Mapping of LDAP attributes to outgoing claim types:
LDAP Attribute (Select or type to

QOutgoing Claim Type (Select or type to add more)

add more)
User-Principal-Name v |UPN v
Token-Groups - Qualffied by Long ... |Group v

b | v v

| <Previous | [ Fnish || Cancel

Fig. 9.15 Configure Claim Rule

Click Finish, Apply, then Ok to finish the process and dismiss the dialogs.

We need to add one more URLs to the configuration, and since ADFS doesn'’t support adding two via

the wizard, we need to edit the properties of the newly configured relying party.

Right click on the relying party that was just created and choose the Properties option.
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G ADFS

@7 File Action View Window Help
LK A=) |

[7 ADFS

> [l Service
] Access Control Policies
|| Relying Party Trusts
[ Claims Provider Trusts
[ Application Groups

Relying Party Trusts

Display Name Enabled Type Identifier Access Control

NexlogDX Fl Update from Federation Metadata...
Edit Access Control Policy...

Edit Claim Issuance Policy...
Disable
Properties

Delete

Help

Fig. 9.16 Relying Party Properties

In the properties dialog, choose the Endpoints tab, then click on the Add SAML button.
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NexlogDX FIPS SAML Properties X
Monitoring |dentifiers Encryption Signature  Accepted Claims
Organizaton ~ Endpoints  Proxy Endpoints ~ Notes ~ Advanced
Specify the endpoints to use for SAML and WS-FederationPassive protocols.

URL Index  Binding Default
SAML Assertion Consumer Endpoints
https://sp nexlog host/auth.sso/S... 0 POST No
< >
Add SAML...
Add WS-Federation... Remove Edit...
0K Cancel Apply

Fig. 9.17 Endpoints Add SAML

On the Add an Endpoint dialog. Choose the POST binding.
Increase the Index value by 1.
Enter the shown URL in the Trusted URL text box replacing sp.nexlog.host with your FQDN.

This is the same URL that was in step one of the Add Relying Party Trust Wizard, with the addition of
port 8443.
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NexlogDX FIPS SAML Properties X
Monitoring |dentifiers Encryption Signature  Accepted Claims
Organization Endpoints Proxy Endpoints Notes Advanced
Specify the endpoints to use for SAML and WS-FederationPassive protocols.

URL Index  Binding Default
SAML Assertion Consumer Endpoints
https://sp .nexlog host/auth.sso/S... 0 POST No
https://sp .nexlog host:8443/auth.... 1 POST No
< >
 Add SAML... |
» Add WS-Federation... ‘ Remove Edit...
0K Cancel Apply

Fig. 9.18 Add Relying Party Trust 8443

Click Apply, then OK to finish the configuration.

9.2. Recorder SAML Configuration

Once the ADFS server is configured, we can turn our attention to configuring SAML on the recorder

itself.
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When accessing Configuration Manager, the login icon will not be available in the lower righthand

corner. You'll need to login by going to <host>/admin.

Once logged in as an administrator, you can select:

Users and Security = Authentication Providers

Fig. 9.19 Auth Providers

Then click the Add Auth Provider button to add ADFS as an Identity Provider.
You will not be able to click on the Enabled button until certain fields are filled in. We'll start from
top to bottom.

e Type: Will default to SAML, but if it isn't, click the Type drop down and choose SAML

e Display Name: This can be any value and is simply a name to give to the configuration, for
example “DISA".

e User Provisioning: Click this checkbox.

¢ Active Directory Federation Services (ADFS): Click the checkbox.



m 9. NexLog DX-FIPS ADFS Configuration

¢ Display Order: Select a value, this allows you to set the list order of authentication providers
configured.

¢ Relying Provider Identifier: Recall from the ADFS configuration, that the service provider is
identified by an entitylID. This field must match what was configured in ADFS. We'll use the same
value outlined in the ADFS configuration document: https:/sp.nexlog.host/relyingidentifier

¢ Recorders Fully Qualified Domain Name (FQDN): This is the FQDN configured on the recorder
and matching the TLS certificate installed on the recorder.

¢ Generate New x.509 Certification: You can leave this unchecked, however checking the box will
trigger new certificates to be generated. The certificates are used in the SAML process itself. If
you are editing a previously configured authentication provider, generating new certificates may
require you to delete the old signing and encryption certificates on the ADFS server.

¢ Identity Provider Metadata Configuration: To populate this box, you first want to download the
Metadata file from the ADFS server. ADFS uses a well-known URL to do so. You can point a
browser at:

o https://<FQDN of ADFS Server>/FederationMetadata/2007-06/FederationMetadata.xml
This will trigger a download of the Metadata file, save to your desktop, then click the Browse button to
choose and upload the file.

Click on the Enabled button on the top of the page.

SETTINGS
Authentication Provider Settings
[ Enabled
Display Name: [ADFS SAML
Type: SAML v
User Provisioning
Active Directory Federation Services (ADFS)
Display Order 1

Relaying Provider Identfer: hexlog.host/relyingidentifier]

Users

Service Prov

System Security

Recorders Fully Qualfied Domain
)

Name (FQDN
Active Directory (Fa sp.nexlog host

Detected x.509 Certfication

Authentication Providers

Encryption and TLS

User Groups

tor
6095-4f24-97b4 050624846314
tps://fs.erobbins.con

t
mes: te:SAML:2.0:metada

0rg/2000/09

Idenity Provider Metadata 2001/10/xa-
Configuration (XML): o 4

Upload Browse... | MyADFSFederationMetadata.xml

Fig. 9.20 Auth Provider Setting Full
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9.2.1. SAML Group Mapping

Verify User Groups in Configuration Manager

Begin by ensuring that your recorder has User Groups correctly set up. Log in to Configuration Manager
and go to ‘Users and Security’, and select the ‘User Groups’ page. Here, you will find different groups
with varying access levels. Some groups may have access only to the MWP (Media Workflow Platform),

others solely to Configuration Manager, and some may have access to both.

Configure Active Directory User Groups

Next, make sure that your Active Directory Users and Computers have user groups configured with the
correct permissions, aligning with those defined in the Configuration Manager.

Setting Up Authentication Provider in Configuration Manager

Under ‘Users and Security’, locate the ‘Authentication Providers’ section. Here, you will create a new
Authentication Provider. Once created, navigate to the ‘Groups’ page within this section to begin

setting up Group Mapping.

Mapping Recorder Groups to Directory Groups

On the ‘Groups’ page, you will see a list of ‘Recorder Group Name' entries. These are the User Groups
previously identified on the ‘User Groups’ page. Your task here is to map each ‘Recorder Group Name' to

the corresponding ‘Directory Group Name’ from Active Directory.
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NexLog DX

Home

System
Networking
Recording

Archiving

Users and Security

Users

System Security

Active Directory

ication Provi

Encryption and TLS

User Groups

Permissions
I

Accurate Group Name Entry

SETTINGS GROUPS ATTRIBUTES LOGS

Group Mapping
Recorder Group Name Directory Group Name

ents
[archivers
|configuration Admins. [ConfigAdmins
|Group Evaluators. [
instant Recall [MediaWorks
[Maintainers [
[Monitors [MediaWorks
|Report Editor [
|Researchers |MediaWorks
T

[
[systems 1
[Usermanagers

Save Cancel

Fig. 9.21 Groups Mapping

It's critical to enter the correct Active Directory Group name with exactness. For instance, a group
named ‘Instant Recall’ in the recorder should be mapped to its counterpart in Active Directory, like
‘ADJJM123-NLInstant Recall’. Pay attention to punctuation and spaces in the names.

Finalizing the Process

This mapping ensures that when a SAML AD user is created and made a member of a group like
‘ADJJM123-NLInstant Recall’, the system correctly identifies the mapping. This allows the user to log in

to the MWP with the appropriate ‘Instant Recall’ permissions.

© Important

If the mapping is incorrect, the user may be authenticated but will not gain access to MWP

functionalities.
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Click the Save button, then OK to acknowledge the webserver restart. You will then be returned to the
Authentication Providers list, where you will see your newly configured provider.

Your changes will be scheduled and the recorder's webserver will restart. Are you sure you want to
make these changes?

OK Cancel

Fig. 9.22 Webserver Restart

ADFS SAML Tue

Add Auth Provider | | Edit Auth Provider | | Delete Auth Provider

Fig. 9.23 SAML Complete

9.3. Verify MediaWorks Replay Configuration

After successfully configuring ADFS, log in to MediaWorks by navigating to the recorder and logging in.
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rowse Q Search

Search Filters > 0 records, 0 selected

& Channels NexLoG

Callerid  Dtmf

Date =z Source Name  Channel Name Start Time ~ Duration Calltype

< AUG 2023 >

s M T W T F s

12 3 4 5

6 7 8 9 0 N1 12

13 14 15 16 17 18 19
20 21 22 23 24 25 26 Resource Name
27 28 29 30 31

Use Time Range

Resources

B Resources
Channel 1
Channel 2
Channel 3
Channel 4
Channel 5
Channel 6
Channel 7
Channel 8
Channel 9
Channel 10
Channel 11
Channel 12
Channel 13
Channel 14
Channel 15

SEARCH
-~ Records

‘ OneMinute v & I @& & . 5

00:00

Volume ] 100%

Speed [ ] 100% I< > >I CD

Fig. 9.24 MediaWorks Login



A. Troubleshooting

A. TROUBLESHOOTING

Active Directory is complex and some of the error messages you can encounter while configuring the
system are esoteric and could be caused by a variety of misconfigurations. This section will help point
you in the correct direction when encountering errors.

The following are potential errors that may occur during user account authentication due to
misconfiguration in the recorder Active Directory settings or Active Directory Domain Server. Each
error message has typical issues and solutions listed, in addition to an optional explanation. The issues
listed are not comprehensive, but are commonly encountered due to configuration errors.

Key Table entry not found

Explanation

An entry is not found in the keytab file that was imported to the recorder or there is a
configuration error.

Common Causes

e The encryption type configuration on the recorder Active Directory page doesn’t match the
encryption type of the keytab.

e The recorder’s service principal name in the keytab file doesn’t match what is configured in the
recorder Active Directory page

Solutions

e The encryption type configuration on the recorder Active Directory page should be changed to
match that of the keytab file or vice versa.

¢ The correct recorder’s service principal name should be configured on the recorder Active
Directory page and the keytab file.
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Kerberos Error

Explanation

Incorrect Kerberos configuration on the recorder Active Directory page.

Common Causes

e The Realm is incorrect.

e The KDC is incorrect.

e The encoding type is incorrect.

e The Recorder Service Principal is incorrect.

¢ Invalid keytab file is uploaded.

e The recorder may not be synced to the same time source as the domain.

Solutions

e The settings on the recorder Active Directory page should be correctly entered.
e The time sync configuration on the recorder should be checked to see if the recorder and
domain agree on the time.

Credential Delegation Configuration Error

Explanation

The host recorder is unable to authenticate the user to the source recorder.

Common Causes

¢ The host recorder account on the Active Directory Domain does not have the “Trust this user for
delegation to any service (Kerberos only)” option selected.
e The Browser is not set up for credential delegation on the user’s PC.

Solutions

e Make sure the “Trust this user for delegation to any service (Kerberos only)” option is selected
under the “Delegation” tab in the recorder’s user account properties section on the Active
Directory Domain.
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e Make sure the browser (Chrome or Firefox) is set up for credential delegation. Refer to Section
6.6.6: Single Sign-On for instructions.

Unsupported encryption type is configured on the recorder

Explanation

The Active Directory Domain does not recognize the encryption type configured on the recorder.

Common Causes

e The recorder is configured for AES encryption when the Domain Server is not compatible with
AES.

Solutions

e Make sure the encryption type in the recorder Active Directory page matches that of the keytab
file.

Invalid Kerberos realm is configured on the recorder

Common Causes

e The realm information is configured incorrectly in the recorder Active Directory page.

Solutions

e Make sure the realm (on the recorder Active Directory page) matches that of the Domain
Controller. For example, if the fully qualified domain name is example.eventide.local, the realm is
typically EVENTIDE.LOCAL

The connection to the LDAP server timed out

Common Causes

e The recorder lost connection to the LDAP server due to a timeout.
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Solutions

e Ensure that the recorder can reach the LDAP server.

The recorder's LDAP configuration might be incorrect

Explanation

The LDAP settings on the recorder Active Directory page may be incorrect.

Common Causes

e The port number or host name of the LDAP server may be incorrectly configured.

Solutions

e Make sure the LDAP settings on the recorder Active Directory page are correctly configured.

The recorder keytab file might not be valid

Common Causes

e The keytab file on the recorder might be out of date. That is, a new keytab was generated on the
Domain Controller for the recorder account but not yet imported into the recorder.

Solutions

e Make sure the keytab file on the recorder is the most recent version, by importing it in the
recorder Active Directory page. The recorder will then need to be rebooted.

The LDAP Server cannot be reached

Common Causes

e The LDAP Server might be down or the recorder cannot connect to it.
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Solutions

e Make sure the LDAP Server is running and can be reached by the recorder

The recorder's password has expired in the Active Directory database

Common Causes

¢ The password for the recorder user account on the Domain has expired.

Solutions

e The recorder user account password on the Domain needs to be reset. If it is set to a new
password, the keytab file will need to be regenerated and imported to the recorder. The
recorder will then need to be restarted. It is advised to set the recorder user account password
to not expire.

The recorder account has expired in the Active Directory Database

Common Causes

e The recorder’s user account has expired in the Active Directory Database.

Solutions

e The recorder’s user account on the Domain needs to be re-enabled.

Time skew between the recorder and the domain

Common Causes

¢ The time between the Active Directory Domain Controller and the recorder is not synchronized.

Solutions

¢ Configure the same NTP time source in the recorder’s NTP page as the Active Directory Domain
Controller.
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The recorder's key table entry doesn't match the Active Directory database

Common Causes

e The realm configured may be incorrect.

¢ The keys in the recorder keytab file may not match those in the Active Directory Database for
the recorder service principal.

e There may be a DNS problem.

Solutions

e Make sure the realm is correctly configured in the Active Directory page.

e Make sure the keys in the recorder keytab file match those in the Active Directory Database for
the recorder service principal. The keytab file may need to be regenerated and re-imported.

e Make sure there are no DNS issues preventing the Domain Controller from correctly identifying
the recorder and vice versa

The recorder domain account has incorrect credentials

Common Causes

¢ The recorder’s keytab might be out of date.

Solutions

e Import the most recent keytab file in the recorder Active Directory page. The recorder will then
need to be rebooted.

The recorder account was not found in the domain

Common Causes

e The account for the recorder’s service principal name doesn't exist in Active Directory or is
incorrect in Active Directory.

Solutions

e Make sure the recorder’s user account still exists (and valid) in the Active Directory.
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SSO login attempts return Authentication Failure

Common Causes

e The recorder’s AD service account sAMAccountName does not match the hostname or FQDN
that the user is attempting to log in from.

Solutions

e Check the recorder’s service account Active Directory and verify that the sAMAccountName is the
same as the hostname used to access the recorder. If NLRecorder.contoso.net isthe URL used
to access the recorder, NLRecorder MUST be the recorder service account’s username.
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B. AD Powershell Script

B. AD POWERSHELL SCRIPT

Below is a complete powershell script that can be used for the creation of a new Active Directory
service account, Service Principal Names, and a keytab.

Only the variables at the top of the script should be changed. You can save this file witha .ps1
extension and run it with powershell.exe.

PowerShell

# Replace these variables

$recorderUser = "NLRecorder"
$recorderPassword = "lgazXSW2'!@"
$recorderGivenName = "Eventide"
$recorderSurname = "NexLogDX"

$recorderOU = "CN=Users,DC=contoso,DC=net"
$fullDomain = "contoso.net"
$outputLocation = "C:\${recorderUser}\"

#H######A## DO NOT EDIT BELOW THIS LINE ##########

# DO NOT edit these variables
$recorderFQDN = "${recorderUser.ToLower()}.${fullDomain.ToLower()}"
$kerberosRealm = "${fullDomain.ToUpper()}"

# Create AD User
New-ADUser -Name "${recorderGivenName} ${recorderSurname}" °
-GivenName "${recorderGivenName}" °
-Surname "${recorderSurname}" °
-SamAccountName "${recorderUser}" °
-UserPrincipalName "${recorderUser}@${fullDomain}" °
-Path "${recorderoOu}" °
-Enabled $true °
-KerberosEncryptionType "AES256-SHA1" °
-TrustedForDelegation $true °
-ChangePasswordAtLogon $false °
-PasswordNeverExpires $true °
-AccountPassword (ConvertTo-SecureString -String
$recorderPassword -AsPlainText -Force)



B. AD Powershell Script

-PassThru

# Create Service Principal Names (SPN)

Set-ADUser -Identity $recorderUser -PassThru -ServicePrincipalNames

@{Add="
"HTTP/$recorderFQDN@$kerberosRealm",
"POSTGRES/$recorderFQDN@$kerberosRealm"} °
-TrustedForDelegation $true

# Check if the output directory exists, if not, create it
if (-not (Test-Path -Path $outputLocation)) {

New-Item -ItemType Directory -Path $outputlLocation
}

# Creates the initial keytab for the HTTP SPN
Ktpass -out "${outputLocation}NexLog initial.keytab" °
-princ "HTTP/$recorderFQDN@$kerberosRealm" °
-mapUser "${fullDomain.Split(".",2)[0]}\$recorderUser" °
-mapOp set °
-pass $recorderPassword °
-crypto AES256-SHA1 °
-pType KRB5 NT PRINCIPAL

# Adds the POSTGRES SPN to the HTTP keytab

Ktpass -in "${outputLocation}NexLog initial.keytab" °
-out "${outputLocation}NexLog final.keytab" °
-princ "POSTGRES/$recorderFQDN@$kerberosRealm" -
-mapUser "${fullDomain.Split(".",2)[0]}\$recorderUser" °
-mapOp add °
-setUpn
-setPass
-pass $recorderPassword °
-crypto AES256-SHA1l °
-pType KRB5 NT PRINCIPAL
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